FREE TEMPLATE FOR UK SMALL BUSINESSES
AI use policy template
A ready-to-adapt AI policy for businesses of 5 to 100 people. It has four parts: a one-page summary for staff, the full policy, an approved-tools register, and a staff acknowledgement.
How to use it: replace every [highlighted placeholder], delete anything that doesn't apply, and delete this page. The explanation behind each clause, plus a plan-by-plan comparison of ChatGPT, Copilot, Claude and Gemini, is in the article: Is ChatGPT safe for confidential business information?
This template is general information, not legal advice. Take legal advice if you are regulated (for example by ICAEW, ACCA, AAT, the SRA or RICS) or handle sensitive personal data at scale. Last checked 10 October 2026.


Part 1: Using AI at work (one-page summary)
[Company name]: using AI at work. Please read this page; the full policy follows.
1. Use only the AI tools on our approved list, signed in with your work account. Never use a personal account for work information.
1. Green: public or harmless information: any approved tool.
1. Amber: internal and client business information: approved business tools only.
1. Red: personal data, payroll, health, bank details, passwords, NDA material: not in AI without written approval. If unsure, treat it as red.
1. Check everything AI produces before anyone relies on it, especially facts, figures, quotes and references. You are responsible for the final work, not the AI.
1. Never let AI make a decision about a person (hiring, pay, discipline) on its own.
1. Don't connect AI to email, files or other systems, or install AI extensions or meeting notetakers, without approval from [policy owner].
1. Made a mistake? Tell [policy owner] the same day. Reporting quickly will never get you into trouble.
1. Want a new tool? Ask [policy owner]. We'd rather say yes to a safe tool than have you find a workaround.


Part 2: AI use policy
[Company name]: Artificial intelligence (AI) use policy
	Document control
	

	Version
	[1.0]

	Approved by
	[Name, role]

	Approved on
	[Date]

	Policy owner
	[Name, role]

	Next review
	[Date, six months on]



1. Purpose. We want everyone to use AI tools where they save time and improve our work, without putting client, staff or company information at risk. This policy says which tools to use, what can go into them, and what to do when something goes wrong.
2. Who this applies to. All employees, contractors, temporary staff and anyone working on our behalf, on any device, including personal devices used for work. It covers chat assistants (such as ChatGPT, Copilot, Claude and Gemini), AI features inside other software, AI meeting notetakers, AI browser extensions, and AI agents that can act in our systems.
3. Ownership and review. [Policy owner] owns this policy, keeps the approved-tools register up to date, and is the contact for questions and incidents. We review the policy at least every six months, and sooner if a provider changes its terms, the law changes, or we start using AI in a new way. This policy is not part of your contract of employment and we may update it at any time.
4. Approved tools. Use only the tools and plans listed in the approved-tools register (Part 3), signed in with your work account. Do not use personal AI accounts (free or paid) for any work information. To request a new tool, ask [policy owner], who will check: (a) whether the provider uses our data for training; (b) whether it signs a data processing agreement; (c) where data is stored; (d) who at the provider can see it; and (e) what admin controls we get.
5. What can go into AI tools. Classify information before using it. If you are unsure, treat information as red and ask.
	Colour
	What it covers
	Where it can go

	Green
	Public or harmless information: published website copy, general questions, anonymised examples, blank templates.
	Any approved tool.

	Amber
	Internal or client business information: quotes, pricing, supplier rates, internal documents, client business contact details, draft proposals.
	Approved business tools only, signed in with a work account.

	Red
	Personal data beyond basic business contact details; special category data (health, ethnicity, religion and similar); payroll; bank and card details; National Insurance numbers; passwords and access keys; source code; trade secrets; unreleased financial results; anything covered by an NDA or a client contract restricting disclosure.
	Not to be entered into any AI tool unless [policy owner] has approved that use in writing for a named tool. Passwords and access keys: never.



6. Client confidentiality. Before using AI on client work, check that the client's contract, engagement letter or NDA allows it. Where it doesn't, or where it requires consent, get the client's consent in writing first. [If you are regulated: our professional body's rules on confidentiality and AI also apply, including ICAEW / ACCA / AAT / SRA / RICS guidance.] Our client terms explain how we use AI tools.
7. Personal data. Only use the minimum personal data needed, and remove names and identifying details where you can (bearing in mind that people can often be identified from other details). Before we use AI in a new way that involves personal data, [policy owner] will carry out a data protection screening and, where the risk is high, a data protection impact assessment (DPIA). We keep our privacy notice and records of processing up to date with the AI tools we use.
8. Checking AI output. AI tools can produce confident, wrong answers. Treat output as a first draft from a junior colleague. Check facts, figures, calculations, quotes, legal or tax references and citations against a reliable source before using them. A named person is responsible for every piece of work that goes to a client or is published, whether or not AI helped.
9. Being open about AI. Tell clients how we use AI where it affects their work. Customer-facing chatbots or AI agents must say they are AI and offer a way to reach a person. Never use AI to write fake reviews or testimonials. Label AI-generated images, audio or video where people could be misled. If AI output will be used for customers, staff or markets in the EU, check with [policy owner] first.
10. Decisions about people. AI must not make decisions about people on its own, including recruitment, pay, performance, discipline, dismissal, credit or individual pricing. A person must review and be able to change any AI-assisted decision before it takes effect. Any use of AI in recruitment or HR must be approved by [policy owner] and checked for fairness under the Equality Act 2010. We do not use AI tools that claim to detect emotions in staff.
11. Intellectual property. Do not enter trade secrets, source code, pricing models or unreleased plans into anything other than an approved tool cleared for red data. Check AI output for content that could belong to someone else (text, images, logos, code) before using it externally. Work that we need to own and protect, such as brand assets, must involve real human authorship.
12. Security. Use multi-factor authentication on every AI account. Do not connect AI tools to email, files, calendars or other systems, install AI browser extensions, or invite AI notetakers to meetings without approval from [policy owner]. Approved connections get the least access needed. Content an AI tool reads (an email, a web page, a document) can contain hidden instructions, so don't let AI act on untrusted content without checking. When someone leaves, we remove their access to company AI accounts, and they must not keep company information in any AI account.
13. When something goes wrong. If you put information into an AI tool that you shouldn't have, or AI produces something harmful or wrong that has been relied on, tell [policy owner] as soon as possible and within 24 hours. Reporting promptly will not, by itself, lead to disciplinary action. [Policy owner] will: delete the content where possible; record what happened; decide whether it is a personal data breach and, if it is likely to put people at risk, report it to the ICO within 72 hours of becoming aware; check whether any client must be told; change any exposed passwords or keys; and fix the cause.
14. Training. Everyone completes our AI training before getting access to approved tools, and a refresher every year. We keep a record of who has completed it.
15. Monitoring. [Our approved AI tools keep logs of use, which our policy owner or IT provider can review to keep our information secure and check this policy is followed. Delete this clause if you don't monitor.]
16. Breaking this policy. Breaches may be dealt with under our disciplinary procedure. Deliberately putting red information into a personal AI account, or hiding a mistake, may be treated as serious misconduct.


Part 3: Approved AI tools register
An example. Replace with the tools you actually use and keep it up to date.
	Tool and plan
	Sign in with
	Approved for
	Notes

	Microsoft Copilot Chat
	Work Microsoft 365 account only
	Green and amber
	Check for the shield icon (enterprise data protection)

	[ChatGPT Business]
	Work email via the company workspace
	Green and amber
	Unused apps and connectors switched off

	[Tool approved for red data, if any]
	[ ]
	Red: [named uses only]
	Written approval [date, by whom]

	Any personal AI account (ChatGPT, Claude, Gemini, Copilot)
	n/a
	Not approved for any work information
	

	AI meeting notetakers
	n/a
	Only with approval and attendees told
	

	AI browser extensions
	n/a
	Not approved unless listed here
	

	[ ]
	[ ]
	[ ]
	[ ]




Part 4: Staff acknowledgement
I have read [Company name]'s AI use policy (version [1.0]). I understand which AI tools I may use, what information can go into them, and that I must report mistakes to [policy owner] within 24 hours.

	Field
	Details

	Name
	

	Role
	

	Signature
	

	Date
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